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AirDroid Business Windows Policy & 
Restriction Settings 

Allow users to configure rules for screen lock passwords. By 
default, the password is the current screen lock password 
set on the devices. Users can choose to allow passwords 
containing only alphabets, only numbers, or a combination 
of both.

Password Rules

Allow users to configure the minimum password length set 
on the devices.

Minimum 
password length

Password 
Configuration

App Blocklist/
Allowlist

Restrictions

Allow users to configure the maximum number of failed log-
in attempts.  If the number is exceeded, the affected device 
will be restored to its factory settings.

Maximum 
number of failed 
attempts

Allow users to block selected apps from being used on the 
device.App Blocklist

Users can only allow selected apps to be used on the device.App Allowlist

Allow users to turn on or turn off the device cameras.Camera

Allow users to change the device languages.Language

Allow users to copy and paste from the shared clipboard. 
When disabled, the clipboard history on the device will not 
be available.

Shared Clipboard

Allow users to disable or enable access to the device’s 
location information. 

Location 
Information

Allow users to add Microsoft accounts.Add Microsoft 
Accounts

FeatureCategory Description

Allow users to set a valid password period. The password 
must be reset after the expiration.

Password Valid 
Period

Allow users to set the number of recent passwords that 
device users cannot reuse.

Password reuse 
rule

Allow users to set how long a device can remain idle before 
it is automatically locked.

Automatic 
screen lock
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Restrictions

Allow users to add non-Microsoft accounts.
Add Non-
Microsoft 
Accounts

Allow users to configure access to developer options. The 
feature is set to None by default. Users can adjust it to Keep 
Enabled or Keep Disabled.

Developer 
Options

Allow users to reset a device.Reset Devices

Allow or disable users to connect SD cards and other 
devices via USB. Disabling this option does not affect the 
connection of mice or keyboards via the cable.

USB external 
device

Allow users to install apps on a device's non-system drives.
Install apps on a 
device's non-
system drives

Allow users to set automatic update rules for Microsoft Store 
applications. The option is set to None by default, but users 
can adjust it to Keep Enabled or Keep Disabled.

Auto-update 
Rules of Microsoft 
Store Apps

Allow users to connect devices to Wi-Fi networks.Wi-Fi status

Enable users to add multiple Wi-Fi configurations to their 
settings, allowing users to choose or switch between them 
for their devices.

Select Wi-Fi 
settings

Allow users to manage cellular data for devices. The feature 
is set to None by default, and users can adjust it to Keep 
Enabled or Keep Disabled.

Cellular data

Allow users to connect their devices to Wi-Fi Sense 
automatically.

Auto-connection 
to Wi-Fi Sense

Allow users to share an internet connection.Internet sharing Allow users to share an internet connection.Internet sharing

Allow users to use Bluetooth.Bluetooth Status

Allow users to modify the time and date settings on the 
device.

Change Date/
Time

Disabling this feature will block users from installing any 
apps from unknown sources. However, users can still 
distribute and install apps.

Applications from unknown sources refer to UWP 
applications that are not from the Microsoft Store and are 
not traditional Win32 applications.

*

Allow unknown 
sources
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Windows Update

Patch Settings

Browser

Enable updates for other Microsoft products when updating 
Windows.

Microsoft Product 
Updates

Enabling this feature allows Windows to update drivers. 
Disabling will exclude driver updates during Windows 
updates.

Manage 
Windows Driver 
Updates

Allow downloading updates over metered connections 
(extra charges may apply).

Download 
Updates over 
Metered 
Connections

Defer feature updates by the selected days (up to 365 days)Defer Feature 
Updates

Defer quality updates by the selected days (up to 30 days)Defer Quality 
Updates

Set the frequency for checking available updates on 
devices.

Frequency for 
Checking for 
Available Patch 
Updates

Schedule when patches are installed on the devices. By 
default, patches are installed immediately, but users can 
adjust this by configuring the installation time or frequency.

Schedule for 
Installing System 
Patch Update

Configure when devices are rebooted after patch updates. If 
the installed patch requires devices to reboot to take effect, 
you can customize a message to inform device users.  

Reboot Settings

The feature enables users to restrict website access on 
devices in Kiosk mode. Users can add website addresses to 
the allowlist to ensure only those sites can be accessed from 
their devices.

Please note: this feature can only be applied to Google 
Chrome, Microsoft Edge (version 77), and Microsoft's 
Kiosk Browser.

Website Allowlist

Enable the Autofill feature on the websites.Autofill Form Data

Allow access to browsers' developer tools.Developer tools

Allow users to access the pause updates features on 
devices.Pause Updates

Allow users to access update-checking features on devices.Check for 
Updates
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Browser

Multi-app Kiosk 
Mode

Allow users to manage cookies. The feature is set to None by 
default, but users can adjust it to Enable, Disable, or Delete 
cookies after closing the browser.

Cookie

Enable JavaScript in browsers.Enable 
JavaScript

Enable to allow pop-upsPop-ups

Allow users to clear their browsing history. When disabled, 
users cannot clear the history.

Clear Browsing 
History

Allow users to print from browsers.Print

Configure browser sign-in rules. The feature is set to None by 
default, but users can adjust it to Enable, Disable, or Users 
must log in to an account to use.

Browser Sign-in

Allow users to manage websites' access to their locations. 
The feature is set to None by default, but users can adjust it 
to Allow websites to track, Prevent websites from tracking, or 
Ask users whenever tracking occurs.

Location

Configure search suggestion settings. The feature is set to 
None by default, but users can adjust it to Keep Enable or 
Keep Disabled.

Search 
Suggestions

Select Google Chrome or Microsoft Edge to open the website 
shortcuts on Windows devices. The shortcuts you created 
will be opened with the selected browser.

Please note that when devices are in Kiosk mode, 
shortcuts should be opened with Microsoft Edge, as 
Google Chrome does not support this functionality.

Select the 
Browser for 
Opening 
Shortcuts

Allow users to configure the app allowlist for the multi-app 
Kiosk mode. Only the apps on the list will be displayed on the 
home screen.

Note: This feature is only available to devices running 
Windows 10.

App Allowlist for 
Kiosk

Allow users to save new passwords. When disabled, users 
cannot save new passwords but can still use those saved 
before.

Password 
Manager

Allow users to browse in incognito mode.Incognito Mode
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Multi-app Kiosk 
Mode

Single-app Kiosk 
Mode

Select a brand in the Policy for Windows devices to apply the 
brands’ settings, such as wallpaper, to the devices. If no 
brand is selected, the default interface of the Kiosk Mode will 
be applied.

Brand

Hide the taskbar at the bottom of the device's screen.Hide Windows 
taskbar

Allow users to access all or only specific folders on the 
device. Users have the options to 'Prohibit access,' 'Allow 
access to the Downloads folder,' 'Allow access to removable 
devices,' 'Allow access to the Downloads folder and 
removable devices,' or 'Allow access to all folders.

Manage access 
to file explorers

Select the application that you want to use in the Single-app 
Mode.

Select an 
application for 
the Single-app 
Mode

If Google Chrome, Microsoft Edge, or Micorsoft’s Kiosk 
Browser is set as the application to run in the single-app 
mode, you can configure the home page of the browser.

Set Home Page 
for Selected 
Browser

If Google Chrome, Microsoft Edge, or Micorsoft’s Kiosk 
Browser is set as the application to run in the single-app 
mode, you can display the Back, Forward and Reload 
buttons on the browser.

Allow users to create or select a user account for the Kiosk 
Mode. Users can choose from a system-created account, a 
non-admin account, or create a new account. 

Select an account to be auto-created by the system:  Our 
system automatically creates an account for this mode on 
Windows devices.

Select an existing non-admin account: Apply this mode to 
existing non-admin accounts on Windows devices.

Create a new account: Create a local non-admin account 
on Windows devices to apply this mode.

Allow users to select a user account for the Kiosk Mode. 
Users can choose from a system-created account or a non-
admin account. 

Select an account to be auto-created by the system:  Our 
system automatically creates an account for this mode on 
Windows devices.

Select an existing non-admin account: Apply this mode to 
existing non-admin accounts on Windows devices.

Show the Back 
and Forward 
buttons and URL 
bar

User Account

User Account


